Privacy Notice
1 Introduction
At Whittlesford Out of School Club CIO we respect the privacy of the children attending the Club and the privacy of their parents or carers. The purpose of this Privacy Notice is to explain in detail the ‘personal information’ we may collect about you, how we use it and how we ensure we keep it safe.
‘Personal information’ means information about a living individual who can be identified from that information (either by itself or when it is combined with other information).  
We may update this Privacy Notice from time to time and we will communicate any changes to you in addition to publishing the updated Privacy Notice on our website
If you have any further questions then please contact us at DPO@wosclub.co.uk
2 Who we are 
This privacy notice applies to all personal information processing activities carried out by Whittlesford Out of School Club CIO (Registered Charity 1164607).  Our address is Whittlesford Out of School Club CIO, Mill Lane, Whittlesford, CAMBRIDGE CB22 4NE and our contact details can be found at www.wosclub.co.uk 
3 When do we collect information about you or your child
Personal Data is collected directly from you through many processes whilst we provide a service to you.
· When you complete the mandatory Child Registration Form
· When you complete a Booking Form to request a booking for your child
· When you complete an authorisation form for the use of photos
· When you update you ‘Marketing’ preferences to ‘Opt In’ to receive communications
· When you contact us for queries such as account balances; complaints or information requests
· When we assess your child under the EYFS framework for children up to the age of five
· When you sign up to help with fundraising or help with activities

What information do we collect about you or your child
The personal information that we collect about you and your child is used only to provide appropriate care for them, maintain our service to you, and communicate with you effectively.
· Registration form: We collect information such as your name, your children’s name(s), phone number, postal address, email address, gender, medial details and ages. 
· Booking form: We collect details such as your name, your children’s name(s), email address and Childs class. 
· EYFS:  We collect details such as Childs name and photos are used for observation 
· Contact Information based on sign up for activity or fundraising assistance


4 How we use your information and why
· The personal information you provide on the registration form enables us to offer care to your child as it contains essential contact information; child dietary needs and emergency contacts to ensure their safety.  Our legal basis for the collection and processing of this data is ‘Contractual Obligation’
· We will use the contact details you give us on the registration form (phone and/or email) if we need to contact you regarding your child whilst in our care. Our legal basis for the collection and processing of this data ‘Contractual Obligation’
· The Booking form and process enables us to administer and book your child a place in one of the offered sessions.  The details provided in both the registration form and booking form will be used to communicate place allocation.  Our legal basis for the collection and processing of this data ‘Contractual Obligation’
· Using your registered email, we will send you information about your child, our club services, and other information such as release of booking forms, term calendars and Privacy Notice updates. Our legal basis for the processing of this data is ‘Legitimate Interest’
· Using your registered email, we will contact you in relation to correspondence in relation to the management and administration of your financial account.  Our legal basis for the processing of this data is ‘Contractual Obligation’
· We will respond to your queries and complaints. We will process the information you send us to enable us to respond. We may also keep a record of these to inform any future communication with us and to demonstrate how we communicated with you throughout. Our legal basis for the processing of this data is ‘Contractual and Legal Obligation’
· Only with your consent we will use your personal data and preferences to keep you informed by email about news from the club (Monthly newsletter) and fundraising events from ourselves such as fundraising and social events.  Our legal basis therefore for processing this data is ‘Consent’
· Only with your consent we will use your personal data and preferences to send you occasional surveys for us to gain feedback on the services we offer and how we can improve. Our legal basis therefore for processing this data is ‘Consent’
5 How we protect your data
· Any personal information that you provide is kept secure. 
· All our electronic data is stored on Microsoft Office 365 platform.  Where appropriate we enable Multi-Factor authentication to access this data.
· All Personal data is accessed using secured devices and critical roles such Treasurer and Managers are provided with Club owned devices.
· All Personal data held on paper are stored in secured file cabinets.
· We also ensure that any organisations that provide data processing on the clubs behalf also meet GDPR standards and processes for the protection of your data  
6 How long do we keep your data for
Any information that you provide is kept secure. Data that is no longer required is erased after your child has stopped attending our Club (see exceptions below).
We do need to retain certain types of data (such as records of complaints, accidents, and attendance) for set periods of time after your child ceases to be in our care, but we delete as much personal data as we can as soon as possible.
7 Who do we share your data with (Data Processors) 
We will only share personal information about you or your child with another organisation if we:
· have a safeguarding concern about your child 
· are required to by government bodies or law enforcement agencies
· engage a supplier to process data on our behalf (Data Processor)
Data processors that we currently use to run our services are listed below:
· Connect Childcare – We use their Nursery software to manage all our child records; bookings; registers and finances.

Their policy on how they keep your data secure can be viewed at the following link: https://www.connectchildcare.com/wp-content/uploads/2018/04/Connect-Childcare-GDPR-Security-Processes.pdf

· Survey Methods – We use the Survey Tool to conduct our surveys and collate the results.  We do not provide them with any personal data as all surveys are sent using a common web link (not unique to users) and are sent by the club using our addresses where consent has been received

· MailChimp – We use their Mailing List Management software to manage our communication preferences.  They are based outside of the EEA but have full compliance with the Privacy Shield to ensure that data is managed in the same manner as we would expect under GDPR
https://kb.mailchimp.com/accounts/management/about-mailchimp-the-eu-swiss-privacy-shield-and-the-gdpr
· Microsoft O365 Services – We use a number of Microsoft services to provide us with email; document storage (Sharepoint online).  

· 2Simple – This is an application we use to record EY observations
8 Direct Marketing
We will only send you direct marketing to inform you of Fundraising events or to promote our activities such as Holiday Club schedules and Surveys. There are several ways you can stop direct marketing communications from us:
· Click the ‘unsubscribe’ link in any marketing email communication that we send you. We will then stop any further emails.
· Email DPO@wosclub.co.uk
Please note that you may continue to receive communications for a short period after changing your preferences while our systems are fully updated.

9 Your rights 
You have the right to ask to see the data that we have about yourself or your child, and to ask for any errors to be corrected. For any information requests or corrections, you wish to make, then please contact us at DPO@wosclub.co.uk. We will confirm receipt within 72hrs and respond to all such requests within one month. 
You can also ask for the data to be deleted, but note that: 
· we will not be able to continue to care for your child if we do not have sufficient information about them
· even after your child has left our care, we have a statutory duty to retain some types of data for specific periods of time so can’t delete everything immediately.
If you have a complaint about how we have kept your information secure, or how we have responded to a request to access, update or erase your data, you can refer us to the Information Commissioner’s Office (ICO).
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